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摘  要 
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As the universal application and rapid development of network and information 
technology, the information level of taxation system has been improved significantly. 
How to improve the security of the application systems of taxation? 
The dissertation objective of this dissertation is to probe into the application of PKI 
technology in ordinary invoice management system, and provide relevant technology 
scheme. 
This dissertation is an application system based on the internet, which has mainly 
realized the functions including downloading the receiving and purchasing information 
of invoice on line, issuing printed general invoice on line, real-time uploading of 
invoice information, and obtaining invoice balance information and so on. This system 
has been launched on line successfully, which has provided convenience to the 
tax-payers and also reduced the work amount of the taxation staffs, meanwhile, the 
supervision of tax source control has been enhanced and the problem of unconformity 
of declaration has been solved. 
The dissertation introduces the taxation information security status both at home 
and abroad, relevant theoretical concepts of PKI, Discussion of the principle and 
mechanism of PKI system. It analyzes how to improve the system security with 
application of PKI technology. The dissertation explores combined the mature 
cryptographic algorithm with PKI technology, apply to ordinary invoice management 
system for design and realization of an application system possessing comparative high 
security.  
Currently, many provinces and cities have their own ordinary invoice management 
system, the applied frameworks and technology of which are differentiated, but the 
adoption of PKI technology to improve the security of the system has its positive 
significance. 
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工作，都广泛使用了计算机。美国国内收入局通过 2 个全国性和 10 个地区性的
数据中心，以及遍布全国的计算机网络，完成了美国联邦税收中约 82%的收入征























































安全性至关重要，引入 PKI 技术是一种不错的选择。 
本文共分五章：第一章绪论，介绍了国内外税务信息安全现状及选题背景和
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何保证 Internet 网上信息传输的安全，是发展电子商务的重要环节。 
为解决互联网的安全问题，世界各国对其进行了多年的研究，初步形成了一






2.1 PKI 理论基础 
































DES(Data Encrypt Standard，DES)算法是一个分组加密算法，于 1977 年被美
国国家标准局（American National Standards Institute，ANSI）纳为数据加密标准[5]。
标准的 DES 算法的密钥长度为 64 位（其中只有 56 位是有效位），明文按 64 位
进行分组，将分组后的明文组和 56 位有效密钥按位替代或交换的方法，形成 64
位密文组的加密方法。解密则使用了和加密相同的步骤和相同的密钥。时至今日，
穷举搜索法仍是对 DES 最为有效的攻击手段。在如今的设备条件下，56 位和 64 
位密钥的 DES 算法已经不再安全，只有将密钥提升至 80 位以上才能达到较为理
想的安全效果，但是如果按目前的形势继续发展下去的话，这种情况将会在 30 年
内发生改变。因此在实际使用时可以适当增加 DES 密钥的长度来达到更好的保密
效果（80 位以上）。还需说明一下的是，在使用 64 位密钥的 DES 算法时，要注





TDES(Triple DES，TDES)算法是 DES 算法的一种替代物，它使用三个密钥，
并执行三次 DES 算法[5]。加密函数遵循加密—解密—加密的次序。由于在 TDES 
算法中执行了三次 DES 算法，所以说，TDES 算法消耗的时间是 DES 算法的三
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